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1. On-Site Forensic Previews

1.1. Scope
1.1.1. The purpose of this procedure is to provide established guidelines for analysts providing 

technical advice or assistance in the collection of digital evidence outside of the forensic 
laboratory environment.

1.2. Equipment
1.2.1. Analysts should be prepared with the following equipment, including but not limited to:

 Laptop computer with power source, surge protection, and extension cord
 Software dongles for computer and mobile examination 
 USB power bank
 Computer and mobile connection cables
 Write blocker(s)
 Media card adapter
 Toolkit
 Digital camera
 Permanent marker
 Nitrile gloves/sanitizing wipes

1.3. Preparing for On-Site Forensic Preview
1.3.1. Some requesting agencies will provide an “Ops Plan” (operations plan) prior to the on-site 

preview.  This plan will usually include the search warrant details, the probable cause for 
the search warrant, the date/time and location to meet at, etc.

1.3.2. If an “Ops Plan” is not provided, the requesting agency may provide a contact person, the 
date/time, and location.

1.3.3. Once a date/time and location to meet is confirmed, an analyst will be assigned to do the 
on-site forensic preview.  It may be necessary to send more than one analyst depending 
on the circumstances.  

1.4. Procedure
1.4.1. Analysts can assist customers on scene or at a mutually agreed upon location.  At all 

times, the analyst must consider their own personal safety and can refuse to meet at any 
location if there are safety concerns.

1.4.2. Analysts will wait for the scene to be secured and to be properly 
documented/photographed by the requesting agency before starting their on-site 
forensic preview.

1.4.3. Analysts may only assist with the collection of evidence from items in which they are 
authorized to examine in the laboratory environment.

1.4.4. The analyst has discretion based upon individual training and experience to determine 
what should be examined in the laboratory.
1.4.4.1. Media evidence requiring lab analysis must be collected and submitted to the 

Multimedia Section by the requestor.
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1.4.5. In instances where potential evidence is observed from media previewed on-site, the 
potential evidence will be given to the customer/requestor on a suitable storage medium 
at the scene.

1.4.6. The analyst will not retain any original or derivative evidence.  All evidence is to be left at 
the scene or returned to the customer/requestor.
1.4.6.1. Approval from the section supervisor/lead, manager, or division director is 

required for any deviation from 1.4.6.
1.4.7. Analysts will generate a laboratory report regarding the analysts’ actions.  This report will 

only contain a general overview of the analyst’s actions and the devices previewed.  More 
detailed information will be documented after the devices are submitted for full analysis 
by the requesting agency.  
1.4.7.1. Devices previewed should be photographed by the analyst if applicable.    
1.4.7.2. If evidence is retained by the analyst in relation to 1.4.6.1, a DFL request will be 

made in LIMS and a full analysis with report will be completed.  


